OSU

IIIIIIIIII

Research Issues In
Deployed
Adaptive Systems

NIPS 2006
Tom Dietterich
School of EECS
Oregon State University
http://web.engr.oregonstate.edu/~tgd



OSU

.......... Overview

 Machine learning systems are beginning to be deployed in end-user
systems

— continue to learn and adapt after being deployed

* This raises two major challenges:

— Need to integrate adaptive software into the software engineering life
cycle
— Need to have confidence in the system’s behavior over time

« Key technical challenges:
— testing the adaptive capabilities of the system
— Integrating adaptations into new system releases
— sharing and integrating adaptations
— tracking the region of competence
— constraining adaptation
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OSU Example:
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nsu Current Software Engineering Cycle
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Drivers of change:

bug fixes
. . . * new features
e Adaptation is achieved . changing context
through manual change to
software systems @

« Changes undergo verification, et
validation, regression testing E@

« We gain trust in the system - p—
because it is produced by a peployment | 5 vears | Changes

mature software Process
Verification <:J
& Validation

Humans initiate and
execute all changes
offline in the “factory”

Modified systems then
deployed
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BSU Deploying Adaptivity Requires
““““““““““ Deploying the Software Process

Change
Orders

e System Autonomously

detects need for change Change
(e.g., prediction errors) Detection E@

« Autonomously proposes

candidate changes (e.g., secs —
via learning algorithm) Deployment lrlnonths Sﬁjf,‘;r;’s months — System
years Changes
* Autonomously verifies
and validates l [
Verification
» Autonomously deploys & Validation

the changes

Verification &
Validation
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USU Division of labor between inner and

Oregon State

UNIVERSITY
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ﬂsu Technical Challenge 1:

Oregun State Autonomous Verification and
Validation
How to verify and
[ new training J validate? :|
experiences

v
original incremental revised
system learning algorithm system

-~
-~ -

Challenges:
 Source of test cases?

« Need models of the revised
system and environment

* Need formal specification of
properties to verify
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manual
adaptation

Technical Challenge 2:
Integrating New Releases Without

Losing Learned Knowledge?

autonomous
adaptation

adapted
system 1

How to integrate
learned
adaptations into
Ver. 2.0?

adapted
system 2

adapted

system 2’
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nsu Technical Challenge 3:
e |ntegration and Sharing of Adaptations

Multiple copies of an adaptive
system will diverge over time

Adapted
System
Al

Adapted
System
Al

“field discoveries” by one
system should be shared, where

. - Adapted
appropriate, with others System

Bl

Adapted
System
Bl

should occur at multiple time

scales
* immediately: new phishing
tactics
Challenges:
 days > weeks: improved _ _ _
detectors, learned procedures « How to decide which field
« annual: integrate general discoveries to adopt?

lessons learned into next

software release  How to incorporate them without

damaging ongoing performance?
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USU Technical Challenge 4:
" Adaptive Region of Competence

e Standard software systems operate within a fixed region of
competence:
— they perform run-time checks of inputs/context to ensure correctness
 The region of competence for adaptive systems is changing
dynamically

— system must simultaneously learn its region of competence so that it
can also perform these run-time checks

system space

System training data
Version 1.0
region of
competence * f~ Adapted
System 1 Adapted

region of System 2
\competence region of
competence

12/14/2006 10




08“ Technical Challenge 5:
o Constrained Adaptation

« Humans must be able to specify constraints that
the system will not violate as it adapts

 The adaptive system should avoid blunders:
— “Never delete most recent version of file”
— “Never bring down the network with too much traffic”

« Technical challenges:

— How can the user express these constraints to the
system?
— How can the system enforce these constraints?
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Approaches

self-aware
architecture

constrainable
systems

deployed self-
deployed simulation, | describing
model historical components
checking data and APIs
m . -
D testing adaptation
o .
c divergent
D adaptation/ update
© merge
integration an
6 : : q
sharing of
I adaptations
9
- region of
— competence
&
)
— control over
adaptation
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usu Technical Approaches 1+2:
Oreggn tate Deployed Testing and Model
Checking

(

| historical data ]

new training
experiences

v
incremental
learning algorithm

A

testing

revised
system

(

original | simulated data ]

system

A

testing

model required
checking properties

System Properties:

provable properties:
. stability
. no deadlocks

constraints:
. never delete most recent version

probabilistic properties:
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« Deployed verification

ork

— Gordon-Spears & Kiriakidis (2003, 2004): autonomous model

checking of learned robot programs

OFFLINE:

( plan )—

ONLINE:

(1) Develop initial agent plan(s)

(2) If SIT pian or SITmuitpians, form multiagent plan
(3) Verify {multijagent plan

(4) Repair plan(s), if properties not satisfied

( agent’s plan )

|(5) Learnin

g modifies (multi)agent plan |

:
(new plan j=——

(6) If SIT ,uitplans, re-form multiagent plan

(7) Rapidly reverify (multi)agent plan

(8) Choose another learning operator or repair
plan(s), if properties not satisfied

— Mili, Cukic, Liu & Ben Ayed (2003) Verification and validation of

on-line adaptive systems
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nsu Technical Approach 3:

Oregon State

wwr - Self-Describing Components

e Features come with
definitions

e During integration,
definitions can be compared

perso perso . .
[ NS ] Yrain _ to determine which features
car [ car are identical, similar, or
V1.0 thermal features ] _ unrelated
integrate

|
|
engineer 1 :
|
|
A
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|
|

s plludodod o

thermal features ] <«

(erson ( person \ @son -\

visual features ]
new car new car

new car

thermal features ] < |- train

visual features ]
pickup fruck pickup truck pickup truc

| therma features |
%0 | visual features | / K / k - y
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vvvvvvvvvv Existing Work

e Cumby & Roth (2002). Feature description
logics for machine learning systems

« Harrold, Orso, et al. Selective regression testing
via program analysis.

« Large literature and commercial products for
migrating data across changes to database
schemas.
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nsu Technical Approach 4:
Self-Aware Software Architecture

« continuously model the region of competence of the system

« continuously profile system behavior to look for anomalies
— (subroutine calls, memory use, sensor feeds, network communication)

System historical
Monitor oae

i)

subroutine calls

memory use
sensor | Software | decisions
streams System network comms
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vvvvvvvvvv Existing Work

* Deployed self monitoring (e.g., Orso et al.)

— learn to recognize software malfunctions by monitoring gross
program behavior

— raise alarm and collect detailed trace information when system
departs from normal region

* Input space density estimation (e.g., Shen, Li, Herlocker
& Dietterich, 2006)

— modern statistical learning tools for estimating the probability that
the system has seen previous cases similar to a new case

 GE coal-fired power generation
— use region of competence to gradually improve a powerplant
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08“ Technical Approach 5:
Constrainable Systems

« Future adaptations are 0 patt
guaranteed not to violate
constraints

— Partial Programming (Genesereth;
Russell; etc.): Only designated
parts of the system are permitted
to adapt, and then only permitted

<
<«

to perform certain actions or
action combinations.

— Augmentation-based Learning
(Oblinger, Castelli, Bergman,
2006)

Non-learnable
action
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— Need to integrate adaptive software into the
software engineering life cycle
» deployed verification & validation
« ability to merge new releases, share field
discoveries
— Need to have confidence In the system
behavior over time
» deployed verification & validation
* region of competence
e constrainable systems
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(lSU New Software Process for
"""""""""" Deployed Adaptive Systems

« testing of adaptive capabillities

— testing alternative futures under Change
simulation f> Orders
— back testing on historical data

— “red team” exercises
 online audit trall

 human “adaptation supervisor”

months — [ System

monitors the systems as they vears | Changes
adapt
Even version O of system should
be built with this process l ! Ve
&
Essential for certification of Validation
adaptive systems
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